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1 Emdat Mobile Overview
Emdat Mobile is an Emdat developed application that runs on devices using the Android or Apple iOS Operating System.  The mobile device is initially configured to a specific dictator on the Emdat Platform.  After initial configuration, it securely moves the dictator’s appointment information to the mobile device and stores it.  When the dictator launches the Emdat Mobile application, they can select a patient appointment record and record a dictation.  The dictation and appointment information is securely moved to the Emdat servers.  While in dictation mode, the dictator can request to review previous notes on the patient which are then securely moved to the mobile device for viewing.  

Each dictator can also access their InQuiry Preliminary Folder using Emdat Mobile.  The transcription is securely moved to the Emdat Mobile device to view and the authenticate message is securely sent to the server.  Emdat Mobile does not allow editing the transcription at this time.

2 Emdat Mobile for Android
Emdat Mobile for Android runs on any device running the Android Operating System Version 1.6 or greater.  
The Emdat Mobile application does not require any configuration except to download and install the application from the Google App Store.  The user enters a User ID, Password, and client code to log in.  This User ID and password, along with the client code, must be a valid InQuiry dictating user account on the Emdat platform.

· The Emdat Mobile user has an option to remember their User ID on the device for subsequent log-ins.  

· There is a second option to save the user’s password on the device for future logins.  However, there is a client-level option to not allow the user to save their password, forcing them to enter it each time they log into Emdat Mobile.

· The client code is saved on the device for future log-ins.

The Emdat Mobile application uses the devices active internet connection (cell phone network or Wi-Fi ) to communicate to the Emdat servers.  All communication uses a HTTP request over a Secure Socket Layer (SSL) channel.  This encrypted communication applies to the user log-in, downloading patient appointment information, downloading historical transcriptions, downloading recently typed transcription to review and authenticate, and uploading completed dictations.  

· Access to patient appointment data is limited to appointments where the dictator is identified in the patient/appointment feed from the client and that identifier has been properly mapped to the user’s InQuiry account.

· Appointments stay on the device and are automatically removed when the appointment is eight days past today’s date.  Any appointment which has a dictation that is started but not completed, stays on the device until the dictation is completed.

· Access to historical transcriptions is limited to the access rights defined in their InQuiry user account.

· Access to recently typed transcriptions is limited to transcriptions for which they are configured for in their InQuiry user account, which typically is limited to their own transcriptions.

· Historical transcriptions and recently typed transcriptions are not saved on the device’s long-term storage.  As soon as the transcription view is dismissed by the user (that is, the user goes to another area of the Emdat Mobile application) the data is immediately wiped from the device.

Patient data and dictations are stored in a database in the application.  The local database is private to the application and uses the Advanced Encryption Standard (AES), which is a FIPS-approved encryption algorithm.  The dictations are also hashed to detect if the files have been tampered with.  Other applications on the device cannot access this database.  The user cannot access this database outside of the Emdat Mobile application.  The user must unlock the device and be logged into the Emdat Mobile application to gain access to the patient appointment information or dictations.  
· Completed dictations are immediately uploaded to the Emdat servers if an available internet connection is available.  The user must be logged in in order to make a dictation and upload it.  If the Emdat Mobile application is terminated while uploading, the upload session is kept alive until the upload is completed.  
· Completed dictations are stored in the applications data base for 7 days.  They are removed from the database when they are over 7 days old.

· Appointments are kept in the private database forever.  Planned future versions will limit this to 7 days after the appointment date.
The security of the data-at-rest (i.e. stored in the Emdat Mobile database) is dependent on the security features of the device and its operating system.  For details on how data within Android applications are protected, please see:  http://source.android.com/tech/security/index.html
3 Emdat Mobile for iOS
Emdat Mobile for iOS runs on an Apple iOS device with on Operating System of version 4.3 or greater.
The Emdat Mobile application does not require any configuration except to download and install the application from the Apple App Store.  The user enters a User ID, Password, and client code to log in.  This User ID and password, along with the client code, must be a valid InQuiry dictating user account on the Emdat platform.
· The Emdat Mobile user has an option to remember their User ID on the device for subsequent log-ins.  
· There is a second option to save the user’s password on the device for future logins.  However, there is a client-level option to not allow the user to save their password, forcing them to enter it each time they log into Emdat Mobile.

· The client code is saved on the device for future log-ins.

The Emdat Mobile application uses the devices active internet connection (cell phone or Wi-Fi network) to communicate to the Emdat servers.  All communication uses a HTTP request over a Secure Socket Layer (SSL) channel.  This encrypted communication applies to the user log-in, downloading patient appointment information, downloading historical transcriptions, downloading recently typed transcription to review and authenticate, and uploading completed dictations.  

· Access to patient appointment data is limited to appointments where the dictator is identified in the patient/appointment feed from the client and that identifier has been properly mapped to the user’s InQuiry account.

· Appointments stay on the device and are automatically removed when the appointment is eight days past today’s date.  Any appointment which has a dictation that is started but not completed, stays on the device until the dictation is completed.

· Access to historical transcriptions is limited to the access rights defined in their InQuiry user account.

· Access to recently typed transcriptions is limited to transcriptions for which they are configured for in their InQuiry user account, which typically is limited to their own transcriptions.

· Historical transcriptions and recently typed transcriptions are not saved on the device’s long-term storage.  As soon as the transcription view is dismissed by the user (that is, the user goes to another area of the Emdat Mobile application) the data is immediately wiped from the device.

Patient data and dictations are stored in a private database in the application.  Other applications on the device cannot access this database.  The user cannot access this database outside of the Emdat Mobile application.  The user must unlock the device and be logged into the Emdat Mobile application to gain access to the patient appointment information or dictations.  The private database is not currently encrypted but will be encrypted in future versions. 

· Completed dictations are immediately uploaded to the Emdat servers.  The user must be logged in in order to make a dictation and upload it.

· Completed dictations are stored in the applications data base for 7 days.  They are removed from the database when they are over 7 days old.
The security of the data-at-rest (i.e. stored in the Emdat Mobile database) is dependent on the security features of the device and its operating system.  For details on how data within iOS apps are protected, please see:  http://www.apple.com/iphone/business/docs/iOS_Security.pdf
4 Patient Appointment Information
The Emdat Mobile application provides the greatest benefit to dictators when Emdat receives a patient/appointment feed from the client.  Without such a feed, the dictator must:
· use the devices keypad to enter the patient information as part of each dictation, or 

· dictate the required information as part of the dictation.

Typically, patient/appointment information to be entered or dictated includes:

· Patient name (spelled out), appointment date, Medical Record Number, document type, and 

· if needed on the final document, the location, account/encounter number, date of birth, and gender.

If Emdat receives a patient/appointment feed which identifies the physician being seen, the Emdat Mobile application downloads the physician’s appointments to the Mobile device.  The patient/appointment information includes each element listed above.

When the dictator selects the patient/appointment, the information is copied to the dictation and securely uploaded to the Emdat servers.  The patient/appointment information flows thought the typing process with the dictation.
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